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FQHC IT / EHR DOWNTIME TOOL
Medical Documentation • Cyber / Network Outage • Recovery & Reconciliation

	CMS BASIS  42 CFR §491.12(b)(3) / E-0023 requires a medical documentation system that preserves patient information, protects confidentiality, and secures and maintains availability during emergencies. 42 CFR §491.10 also supports complete, accessible and safeguarded patient records. This tool is operational guidance and should be aligned with the organization’s approved IT, cybersecurity, privacy and records policies.

	CYBER SAFETY NOTE  For a suspected cyber incident, follow the organization’s cybersecurity/incident-response direction. Do not disconnect systems, wipe devices, restore backups, or communicate externally outside approved procedures unless authorized by the responsible IT/security lead.



INCIDENT / DOWNTIME INFORMATION
	Facility / Site
	<Insert>
	Start date/time
	<Insert>

	Type
	<Planned / unplanned / cyber suspected / telecom / vendor>
	Incident lead
	<Insert>

	IT / vendor ticket
	<Insert>
	Expected duration
	<Insert / unknown>



1. DOWNTIME ACTIVATION CHECKLIST
	☐ Confirm scope: EHR, network, phones, internet, lab interface, e-prescribing, scheduling, billing, imaging, other
	☐ Notify IT/security/vendor and site/clinical leadership

	☐ Activate approved downtime procedures and paper forms
	☐ Confirm patient identification and registration method

	☐ Confirm access to critical medication/allergy/problem information available under downtime procedure
	☐ Establish order/prescription/referral/lab-result workflows

	☐ Establish internal and external alternate communications
	☐ Secure PHI and limit access to authorized staff

	☐ Assign runner / manual message process if electronic communications are unavailable
	☐ Communicate downtime status and expectations to staff

	☐ Determine whether services must be reduced, redirected, or closed
	☐ Record key decisions and status update times







2. CLINICAL / BUSINESS WORKFLOW CONTINUITY
	Workflow
	Downtime Method
	Owner
	Recovery / Reconciliation

	Registration / patient identity
	<Downtime form / process>
	<Owner>
	<Reconciliation step>

	Clinical notes / orders
	<Paper / alternate process>
	<Owner>
	<Back-entry / scan process>

	Medication / e-prescribing
	<Downtime method>
	<Owner>
	<Reconcile>

	Labs / imaging / results
	<Manual process>
	<Owner>
	<Reconcile / follow-up>

	Referrals / transfers
	<Manual communication / tracker>
	<Owner>
	<Reconcile>

	Scheduling / cancellations
	<Manual list>
	<Owner>
	<Re-enter>

	Patient messages / portal
	<Alternate communication>
	<Owner>
	<Reconcile>

	Billing / coding / charge capture
	<Downtime method>
	<Owner>
	<Reconcile>



3. DOWNTIME FORMS / RESOURCES INVENTORY
	Form / Resource
	Format
	Location
	Owner
	Verified

	<Form / resource>
	<Paper / secure electronic / other>
	<Storage location>
	<Responsible role>
	<Last verified>

	<Form / resource>
	<Paper / secure electronic / other>
	<Storage location>
	<Responsible role>
	<Last verified>

	<Form / resource>
	<Paper / secure electronic / other>
	<Storage location>
	<Responsible role>
	<Last verified>

	<Form / resource>
	<Paper / secure electronic / other>
	<Storage location>
	<Responsible role>
	<Last verified>

	<Form / resource>
	<Paper / secure electronic / other>
	<Storage location>
	<Responsible role>
	<Last verified>

	<Form / resource>
	<Paper / secure electronic / other>
	<Storage location>
	<Responsible role>
	<Last verified>

	<Form / resource>
	<Paper / secure electronic / other>
	<Storage location>
	<Responsible role>
	<Last verified>

	<Form / resource>
	<Paper / secure electronic / other>
	<Storage location>
	<Responsible role>
	<Last verified>



4. INCIDENT STATUS LOG
	Time
	Status / Issue
	Decision / Action
	Owner
	Next Update

	<Time>
	<Status / issue>
	<Decision / action>
	<Owner>
	<Next update>

	<Time>
	<Status / issue>
	<Decision / action>
	<Owner>
	<Next update>

	<Time>
	<Status / issue>
	<Decision / action>
	<Owner>
	<Next update>

	<Time>
	<Status / issue>
	<Decision / action>
	<Owner>
	<Next update>

	<Time>
	<Status / issue>
	<Decision / action>
	<Owner>
	<Next update>

	<Time>
	<Status / issue>
	<Decision / action>
	<Owner>
	<Next update>

	<Time>
	<Status / issue>
	<Decision / action>
	<Owner>
	<Next update>

	<Time>
	<Status / issue>
	<Decision / action>
	<Owner>
	<Next update>

	<Time>
	<Status / issue>
	<Decision / action>
	<Owner>
	<Next update>

	<Time>
	<Status / issue>
	<Decision / action>
	<Owner>
	<Next update>







5. RESTORATION & RECONCILIATION CHECKLIST
	☐ IT/security confirms system is approved for return to service
	☐ Staff are notified of restoration status and any restrictions

	☐ Backlogged paper records are reconciled into the official record using approved process
	☐ Orders, prescriptions, referrals, lab/imaging results and messages are reconciled

	☐ Duplicate/conflicting entries are resolved and outstanding follow-up is assigned
	☐ Scanned/uploaded records are legible, complete and linked to the correct patient

	☐ Downtime forms containing PHI are secured, retained or destroyed per policy
	☐ Billing/charge capture and scheduling backlogs are reconciled

	☐ Interfaces / printers / phones / portal / e-prescribing are confirmed operational as applicable
	☐ Incident timeline, impact, decisions and unresolved risks are documented

	☐ AAR / corrective actions are assigned when indicated
	☐ Downtime supplies/forms are replenished and the plan is updated if needed



6. AFTER-ACTION / IMPROVEMENT
	Finding / Gap
	Corrective Action
	Owner
	Due
	Completion / Evidence

	<Finding / gap>
	<Corrective action>
	<Owner>
	<Due date>
	<Completion / evidence>

	<Finding / gap>
	<Corrective action>
	<Owner>
	<Due date>
	<Completion / evidence>

	<Finding / gap>
	<Corrective action>
	<Owner>
	<Due date>
	<Completion / evidence>

	<Finding / gap>
	<Corrective action>
	<Owner>
	<Due date>
	<Completion / evidence>

	<Finding / gap>
	<Corrective action>
	<Owner>
	<Due date>
	<Completion / evidence>

	<Finding / gap>
	<Corrective action>
	<Owner>
	<Due date>
	<Completion / evidence>
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