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I HAVE A WEIRD JOB



I DON’T NEED TO SHOW YOU STATS

*ransomware.live

*Ransomware.live



*Ransomware.live

STATS CONTINUED



HEALTHCARE: THE #1 TARGET

275M
patient records breached in 2024
up 60% over the year before

≈82%
of the U.S. population
had health data exposed, stolen, or leaked

~2 / day
major healthcare breaches
725 reported in 2024 — 81% from hacking

THE BUTTERFLY EFFECT — HEALTHCARE EDITION

One clearinghouse goes down. The whole country stalls.

The 2024 Change Healthcare ransomware attack exposed 190 million people — and froze insurance claims and pharmacy payments 
for hospitals and clinics nationwide. $22M ransom paid. $3.1B in damage.

Sources: HHS OCR / HIPAA Journal 2024 breach report; UnitedHealth / Change Healthcare disclosures



IT'S ALREADY HAPPENING HERE
Two Maine health systems. One year.

MARCH–JUNE 2025 · DATA BREACH

Central Maine Healthcare

145,000
patient records exposed

Names and Social Security numbers stolen — in a system that serves 

about 400,000 people across central and western Maine.

MAY 2025 · RANSOMWARE

Covenant Health

3 hospitals
knocked offline across ME & NH

Phones and internet down, lab orders reduced to paper, and extended 

ER waits across St. Mary’s (Lewiston), St. Joseph (Bangor), and their 

New Hampshire sister hospital.

Sources: Maine AG / HIPAA Journal; The Record (Recorded Future); Covenant Health incident notices, 2025



TODAY’S CYBER INCIDENTS 
ARE NOT LIKE FIVE YEARS 
AGO



RANSOM NOTE FROM RECENT CASE



RANSOMWARE VICTIM SITE



RANSOMWARE SHAME SITE



RANSOMWARE PLATFORM



HOW DO WE GO 
FROM THIS?

TO THIS?



IT HAPPENS LIKE 
THIS...

AND LIKE THIS...



IT ISN’T ABOUT THE ONE DATA BREACH

“...Oh I am not that important...”



IT’S ABOUT ALL OF THEM

*Spycloud



DRY CLEANER 
SIGNS UP FOR 

ILOVEKNITTING.CO
M --

RE-USES 
PASSWORD

ILOVEKNITTING 
GETS HACKED -- 

CREDENTIALS AND 
PASSWORDS 

EXPOSED

THREAT ACTOR 
LOGS INTO DRY 

CLEANER’S EMAIL 
OR RDP

IT’S REALLY NOT THAT COMPLICATED



THREAT ACTOR 
MONITORS DRY 
CLEANER’S INBOX

SENDS CONVINCING 
PHISHING EMAIL TO DIB 
CONTRACTOR

EMAIL HAS MALWARE 
INSTALLING BACKDOOR 
OR KEYLOGGER

COMMON SCENARIO



PRETTY MUCH A WALK IN THE PARK



AND HERE WE ARE





AND THEN A DECISION HAS TO BE MADE

SHOULD I PAY?



AND THERE IS THIS

Are the bad guys buying 
G-Wagons or Kalashnikovs?



BLOCKCHAIN DOESN’T LIE

*special thanks to Paul Marrinan and Nominis



HOW DO WE STOP THIS?

•Better Cyber Hygiene and 
Culture

•Incident Response 
Planning and TTX

•Policy shift

•Shift Accountability



Email & 

Credential Policy
Patch

Secure Remote Access Security Awareness 
Training

Digital Risk 
Protection Services

Multi-Factor 
Authentication

Password Policy Use a 

Password 

Manager

Backups

DO THESE THINGS AND PROTECT YOURSELF



IT ISN’T ONLY ABOUT DEFENSE. IT IS ABOUT RESILIENCE.



GEN AI IS HERE
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THREATS EMERGED 
EARLY Synthetic content

Data synthesis 

EVOLVED QUICKLY
Vuln discovery
Auto exploit dev

AUTOMATED CAMPAIGNS
Phishing
Scam
Exploitation



GEN AI cont.

WAR OF THE ROBOTS



GOOD CYBER HYGEINE IS A 
CIVIC DUTY

Everyone is a target
Everyone is important
Together we can shift the tide
Be a good citizen!
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THANK YOU – READ MY BOOK?
CYBER ESPIONAGE
RANSOMWARE RESPONSE
CYBER INTEL PROCESS
OPSEC BEST PRACTICES
CYBERWAR EXPLAINED
CYBER DEFENSE EXPLAINED

You may reach me @
kurtisminder.com
linkedin.com/in/kurtisminder
@kurtisminder on X
kurtis@kurtisminder.com


